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SECURITY NOTE



A. PROJET DESCRIPTION:-

[bookmark: _GoBack]NAME OF PROJECT:-	LODHA PRIMO KEM SALES

PROJECT LOCATION:-	Plot Bearing CS NOS-.92, 122 & 123 Situated at

Walkshwar Road, Mumbai 400006.

NO OF BUILDING:-	1 TOWER

BUILDING CONFIGRATION:-	1B + Ground+ 5 Podiums + 1 Service + 16 upper floors

NO OF APARTMENTS:-	49 Nos Apartment.

CONNECTED ROAD:-

MAIN ENTRY	RAJ BHAVAN ROAD

SERVICE ENTRY	BANGANGA ROAD

BUILDING CONFIGURATION








































SECURITY NOTE



Following categories are covered under this section:


a. Resident vehicles (RV) – shall be equipped with RFID cards and stickers.
b. Service vehicles (SV) – regular vehicles shall be issued stickers
c. Visitor vehicles (VV)
d. Residents (R)
e. Long-term visitors (LTV)
f. Visitors (V)
g. Domestic Staff (DS)
h. Service (Facilities) Staff (SS)

Project Entry/Exit


[image: ]
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B. SECURITY ELEMENTS

1. Compound Level Security:
.
i. MAIN ENTRY
a. One lane-wide entry and Two-lane wide exit – generally open during the day but will have gates to shut at night/emergency; Guard house adjacent to the entry with Intercom/VDP connectivity; Pedestrian way adjacent to security cabin (to allow access from turnstile, Proximity access cards to be provided at reception desk).
b. CCTV monitoring Provided for Entry/Exit of all vehicles & pedestrian movement
c. Boom barrier shall automatically open through long range (6m) RFID for RV. All cars without sticker shall be verified with the resident being visited through VDP/Intercom before allowing entry inside compound. Return lane shall be available for those that are not authorized.
d. Pedestrian entry gate to be accessible through access system. Anyone without a pre-issued card (viz. anyone of R, LTV, V, DS, SS) shall be verified using VDP/Intercom with the resident being visited before allowing entry.
e. CCTV and loop detectors to be provided.


ii. SERVICE ENTRY (BANGANGA ROAD):
a. Guard house adjacent to the entry Gate with intercom connectivity;
b. VDP not required.
c. Only for Service/Domestic/visitors entry exit.
d. Service vehicle access provided through back side road without any parking provision
e. CCTV with monitoring at central IBMS room.
f. Night gate to restrict entry during night Time.


2. Building level Security

i. Vehicular Control

a. Registered Users
· There will be RFID access system that will allow access to Owners to the drop off area. The registered/residents vehicles should get a branded long range (~6m) RFID card.
· Valet parking service personnel will take the vehicle from drop off area to car lift for parking at podium floors.
· Registered vehicles need not be verified before/after entry into the drop off area.






SECURITY NOTE


· Card/sticker details should be checked annually by the HFM team. The data captured on the cards should include but not limited to vehicle owner name, car registration number, flat number, designated floor, parking no., etc.

· Self-Driven: Resident vehicle
These users should be able to enter car lift/Owner drop off zone and hand over their vehicle safely to valet in the designated space to proceed to robotic car parking. Proper signage should be provided for easy guidance.

· Chauffeur driven vehicle
The chauffeur should be able to drop off the registered user in the drop off zone and should be able to hand over his/her vehicle safely in the designated space to proceed to robotic Car parking. Chauffeur will proceed to the Drivers room through service area and will be placed there till called upon once needed by their respective car owners

b. Guest vehicles:
· Chauffeur Driven
Visitor vehicle will be able to pass through Main Vehicular Entry after authorization as shown in plan and will reach Visitor Drop off given for unregistered vehicle (visitor and public transport vehicle) for the guest to alight and will exit from the common Exit Gate shown in plan immediately.

· Self-Driven
Self-driven visitor vehicle will be able to pass through Main Vehicular Entry after authorization as shown in plan and will reach Visitor Drop off area. visitor will be assisted by Valet at the drop off area to be parked at podium floors if the parking slot available.

c. Public transport vehicle
Taxi’s will be allowed inside the building compound up to the drop off of the building after confirmation from owner at security cabin placed at the entrance gate via intercom/VDP, will be allowed to alight the Guests and then should be driven off immediately through exit gate.


d. Service utility vehicles
Service utility vehicles will be parked at Banganga road and material and personnel’s will enter premises through service entry.
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ii. Pedestrian access
At Lodha Seamont, the security cabin should be planned near entry with Intercom/VDP connected to the apartments. After authorization the pedestrian will get entry through turnstile to the reception lobby without any hassle for second security check and for dedicated access control card to be issued @ reception only after second check through intercom with flat owners.
An intercom/VDP connected with flats needs to be placed in the security cabin near pedestrian entry for connectivity with the flat owners for an initial approval of Guest up to reception Lobby Area. Enough space in-front of Security cabin for Pedestrian should be planned for people to stand so as to be verified as per process.

All the pedestrians will be allowed a controlled access up to the building lobby after verification (Intercom/VDP) at the main gate. The pedestrian will have access to the main lobby entrance and building level controls will be planned at the reception.
At any given point of time the access system should be able to show number and type of users with their details in the building. This data will be kept on server for minimum 7 days.

At Lodha Seamont, the service entry is been provided from Banganga road at North West corner of the plot.

Following types of pedestrian access will be planned


a. Registered/Resident user access
· All registered users will have a controlled access through their access control equipment namely access cards/NFC/Wrist Band, from the main gate through turnstiles.
· At Lodha Seamont, there will be a reception in the lobby and an access control will be set up inside lifts which will be activated by access card/Bluetooth/NFC devises.
· At Lodha Seamont Owners will have access through Near Field Communication device (NFC), Bluetooth Low Energy (BLE) or WRIST BAND along with Access Card as a backup. Control system in lifts which will work in conjunction to the access control system dedicated for Resident of the said Property.
· The registered users namely Owners will get “R” branded proximity including WRIST BAND and Access card (as applicable). For NFC or BLE owners registered mobile number will be stored with the HFM for pre-defined access to common areas of the property along with their dedicated resident floor. Details will be checked by HFM annually. The data captured on the card/band



SECURITY NOTE


should include the assignee name, building no, flat number, relation to owner, assignee contact number, assignee email ID, owner contact no and owner email ID.

b. Guest access.

At Lodha Seamont, guests who are dropped off by unregistered vehicles will need to reach the reception desk. They will be verified by the front desk personnel seated at the Reception Counter (kindly follow drawings for the said) via intercom/VDP and then will be issued a programmed visitor proximity access card and will be guided towards the lift. Visitor card programming facility will be with the reception computer and the visitor card will allow them to reach the programmed desired/dedicated floor only as defined by the owner whom guest is visiting.

· Long time guest access card
Long time guests will be given an access card after collecting refundable deposit. This card will give them access to common areas and the desired/dedicated floor as defined by the owner whom guest is visiting.

c. Property Manager/FM
The property manager should be able to move in the building through all access doors/entries and through service lifts only. Property manager can travel to passenger lifts only to common areas and to owners apartment lift lobby when given permission by the said owner’s area.

d. Service staff
The facilities management service staff should be able to move in the building through service access doors/entries and service lifts only.
Provision for their attendance machine will be made in the main campus security room/FM back office located at Basement.
Service staff cards will be issued by HFM after verification of documents.
Daily domestic staff will be issued cards on resident request and police verification only. These cards will deactivate once they leave their job or after 1 year of date of issue whichever applies first and will have to be reissued with Owners permission.
Access of the Service staff will be through Access controlled card only to their respective owner’s apartment and designated BOH areas through Service lifts only.
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e. Temporary service provider
Temporary service users are generally courier delivery, newspaper delivery boy, milk delivery boy, document collectors, food delivery, etc. Their entry will be controlled and monitored through the service gate and Manual Baggage detection.
They should be manually frisked at the service entry security gate located at the North west side at basement level as shown in plan and should be given access by HFM as applicable up to the service concierge where parcels, delivery documents, etc will be handed over to the HFM for delivery to the respected flat owner after confirming with them through intercom.
In case of absolute necessity Service provider should be given access cards by HFM only after verifying and collecting their original Government Issued ID cards. They will be accompanied by the security staff up to the ground floor reception.
These ID’s will be returned only if the proximity card/ slip is returned by the temporary service provider at the main security gate with signature of the visiting owner apartment.
The mail room is planned at basement.


f. Securing Stairwell.


· At Lodha Seamont, Swimming pool at service floor level is accessed through staircase from 6th floor. Terrace floor landscape area is also accessed through staircase from 22nd floor.
· Instead of using panic button for the FRD’s, proximity access control preferably access card (for 24 hr dedicated) technology needs to be installed from stairwell side with magnetic sensor to detect, if the FRD is kept open for greater than 5 min/timer as set. This system can be installed at 6th floor and 22nd floor.
· Magnetic lock shall automatically open in case of fire (fail safe) as per CFO norms.
· Push button needs to be installed from the service lobby side to access the staircase.

3. Lift (to each floor):
i. CCTV camera inside each lifts connected to central IBMS room located in basement
a. Passenger elevator
b. Service elevator
c. car elevator
ii. Access card controlled lifts as mentioned below:
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a. Passenger elevator shall have access control through Proximity card reader & Bluetooth credentials. Access card+ advanced NFC/Bluetooth/Wrist band for residents & access card for visitors shall be provided.
b. Service elevator shall not have access card reader inside lift as the same is provided at the service entry in the basement.
iii. Voice communication/Intercom between lifts, LMR and IBMS room shall be provided.
iv. Passenger elevators shall work using R, LTV and V cards only. V cards shall be restricted to the particular Floor, whereas R and LTV cards shall work for all floors in the development. Passenger elevators shall stop only on level P0, and all floors above parking (P5) level. Card should be programmable and should be included in BOQ with program machine included (in IBMS room, at security desk in basement & at reception desk at P0 entrance lobby ).
v. Service elevators shall work using SS, DS and R cards only.
vi. Passenger elevators shall not stop at any parking level, it will only stop at P0, and habitable floors.

4 . Apartment main door:
a. Video door monitoring for main door and connected to entrance lobby & Security cabin at main gate to monitor visitor entrance.
b. Gas leak detector provided inside the kitchen- 1 no for core & shell development & 2 nos (below kitchen platform & on ceiling) for tenant.
c. Panic switch linked with apartment VDP & integrated with VDP unit. No separate panic button required.


5. ENTRANCE LOBBY OF TOWER:

a. Reception Desk + Welcome desk for visitors – visitors will be asked to register at this point and their image will be communicated to the video door phone of the intended destination apartment for confirmation. Following confirmation an access card (low-cost) will be issued to them for designated floor only of that tower to enable access through the lift
b. DS shall not be allowed to enter the building through the Building’s Entrance Lobby. They will need to use the service lobby only.
c. CCTV with monitoring at central IBMS room.
d. CCTV to be provided at P0 entrance lobby, service entry and LMR.
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6. SERVICE LOBBY:
a. The service Lobby of tower on B1 shall have an access control door which allows entry for DS, SS or R cards only.
b. Regular DS & SS shall be asked to register/attendance at security room located at the entrance of the service lobby

7. COMMON AREAS ON GROUND LEVEL:
a. Gym, party hall, indoor game area will have CCTV monitoring through entrance lobby & kids play area will have periphery camera to monitor the kids area activity
b. Intercom are provided in all the areas
c. Proximity card access control provided for Gym & indoor game area
d. CCTV at select common areas with night vision/ and monitoring in IBMS room (max. 12 nos.). Timer control lighting in all lift lobbies as per lighting designer intent.

8. Parking Area access:
Proximity card reader access to avoid access to parking areas.



9. BUILDING LEVEL FACILITIES:
a. Refuge areas to have push to talk intercom integrated with staircase fire telephone jack.
b. Club (party hall, Gym, game area, Swimming pool & terrace landscape area) will have access rights restricted to R and LTV only. DS can enter club only accompanied by R/LTV. Relevant SS will have access rights.

10. ACCESS CARD RIGHTS:
a. R – Entrance lobby of towers; Service Lobby of towers; Club; All floors of buildings; Main, service and pedestrian entry off the roads.
b. LTV – Same as R; to be renewed every 30 days.
c. V – Entrance Lobby of tower; floor of the intended resident in tower; Access card validity restricted to 24 hours.
d. DS – Service Lobby; All floors of the building; service and pedestrian entry off the roads.
e. SS – Service Lobby; All floors of the building; Main, service and pedestrian entry off the roads.
f. RV – RFID card permits access into main entry and project parking levels.
g. VV – All cars without sticker shall be verified with the resident being visited through VDP before allowing entry inside compound
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h. SV–Any occupant who does not have a SS card shall need to go to FM card for authorization or call resident/its DS down to take them up into the buildings.
i. It is security vendor’s responsibility to coordinate with elevator for the access card selection based on the access controller system provided in the lift.

C. Surveillance system


1. CCTV Surveillance

CCTV shall be provided @ following areas which may be possible to be accessed by ‘non- authorized / not yet authorized personnel shall be monitored by CCTV, along with adequate CCTV monitoring back-end at BMS room situated at the basement-1 of the building.
i. Compound Level- Site Premises
ii. Building Level
iii. Basement Service entry & Exit
iv. Service Lift
v. Staircases lobby at Gr floor & first Habitable floor
vi. Service, Passenger & Car lifts


2. Compound level CCTV Surveillance
i. Total four cameras planned for compound level surveillance.
ii. Two Cameras at entry/ exit gate considered to monitor vehicular/Public Entry & Exit.


3. Gr Floor CCTV Surveillance

Dome type IR cameras to be considered at various strategic locations of the Gr floor. Below are the locations planned:-
i. Entry & Exit door.
ii. Main lobby covering all corners.
iii. All Passenger Lifts
iv. Service & car Lifts
v. Requisite containment & Cat 5e cabling to be done as per location given in drawing.
vi. The Cameras to be POE based and no power source required.
vii. All the cameras to be connect to the main network through server placed at Command Center/BMS room at basement floor. The feed to be stored for 1 month.
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D. Network Infrastructure


a) BMS /Control room


i. BMS room is located at the 1st Basement of the building. It should have the following setup:
ii. Hardware and software for Proximity card, BLE, NFC & Wrist band devices to digitally
iii. record the incoming and outgoing time of each user.


iv. Hardware and software for viewing and recording the footage of the CCTV cameras, including NVR, Viewing screen.
v. FAVA main panel, amplifier.
vi. Lift Management System (LMS) including server.
vii. IT Network switch, fiber termination OLT, switches etc.
viii. IPBAX with SIP server
ix. Robotic parking server & PC.
x. Command Centre needs to be monitored for 24 hours


b) CCTV
i. All compound level cameras to be connected to main network through UG containment & cabling till server room in BMS room.
ii. Cat 5e/Cat 6 cables to be laid in conduit for cameras inside buildings as per locations mentioned in drawings.
iii. The same to be laid through false ceiling.
iv. The Cat5e/Cat 6 network to be laid through ELV shaft from each floor till 1st basement BMS room. Switches to be installed at intermediate levels in shaft for integrating all the services.
v. Server rack to be placed at 1st basement BMS room to integrate all the LV services at back end.

c) Background Music
i. Background music speakers to be installed in the ceiling of Main entrance lobby & all the other typical lobbies.
ii. Required back end infrastructure for e.g. Amplifiers, mic etc to be installed in the BMS room.
The cable
iii. Network to be laid form ceiling to shaft to BMS room.
iv. Same speakers to be used for emergency announcement in case of Fire. Necessary integration with Fire systems to be done in BMS/ELV room.
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d) Reception
i. Reception desk to have below connectivity elements to control systems installed in main lobby Control for background music
ii. Connectivity to server for generating visitor access pass.
iii. Connectivity for intercom to connect to desks at every apartment, including FM & Emergency services.

e) FA and VA system
i. Break glass units and fire alarm sounded shall be installed on each floor lobby and the alarm shall sound at the
ii. Security room indicating the floor number and building number from where it is triggered.
iii. Main fire panel will be installed in BMS/ELV room. And repeater panel will be installed in main security cabin
iv. which is at the entrance of the complex.
v. Public address system will be provided for making the common announcement in the building. Speakers will be installed at every lobby ceiling and shall be operated from the central Command centre
vi. FA and access control system need to be interfaced. (i.e. in case of fire all access control doors will be disabled.)

f) Intercom/VDP


i. Push to talk Intercom integrated with FTJ of starircase is also provided for all refuge area. It will be connected from refuge area to security cabin, FM
ii. Office and BMS room. An instruction signage will be placed near intercom at entry as it is unmanned.
iii. Intercom from lift to Central command centre is provided only for emergency calls. The intercom available in the lift car shall be able to dial only one number, that of the Security cabin at main gate in case of emergency only. No other number can be dialled from the lift car. This facility is required for emergency conditions. The signal at the Security cabin on receiving a call from any lift shall be audio. The audio signal means the phone instrument shall ring and the lift number shall be flashed on the display in the command centre. Intercom connectivity is required from Lift car to LMR which is required for maintenance purpose.
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iv. Intercom shall be provided to FM office, BMS/ELV room, Lobby Reception at Main gate of complex, Security desk near service lift.

NOTE:
All manned security points will have video door phone connectivity to all parts of the development. Each apartment will be entitled to maximum of following access cards: To be reviewed
· R – no. of bedrooms * 2 (maximum 6)
· DS – no. of bedrooms - 1 (maximum 2)
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